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 Perdagangan satwa liar ilegal (IWT) merupakan ancaman signifikan terhadap 
keanekaragaman hayati dan ekosistem global, dengan Malaysia menjadi titik transit penting 
bagi para penyelundup karena kekayaan keanekaragaman hayatinya. Tinjauan ini 
menganalisis integrasi teknologi disruptif dan peran kolaborasi antara berbagai pemangku 
kepentingan dalam meningkatkan pengelolaan dan penegakan peraturan perdagangan satwa 
liar di Malaysia. Tiga langkah utama menggambarkan metodologi yang digunakan dalam 
makalah tinjauan ini, termasuk strategi pencarian, kriteria inklusi dan eksklusi, serta proses 
pemilihan. Teknologi utama seperti pemrograman DNA, blockchain, drone, RFID, sistem 
deteksi otomatis, dan pengawasan siber berbasis AI dianalisis untuk potensi mereka dalam 
meningkatkan kemampuan pelacakan, pemantauan, dan penegakan. Tinjauan ini menyoroti 
studi kasus yang berhasil dan mengidentifikasi tantangan dalam penerapan teknologi-
teknologi ini, termasuk kompleksitas, biaya, dan kebutuhan akan pengembangan kapasitas. 
Selain itu, tinjauan ini menekankan pentingnya upaya kolaboratif antara lembaga 
pemerintah, LSM, komunitas lokal, dan badan internasional untuk secara efektif 
memberantas IWT. Dengan mengatasi kesenjangan pengetahuan ini dan memanfaatkan 
strategi teknologi dan kolaboratif, Malaysia dapat meningkatkan kemampuannya untuk 
melindungi keanekaragaman hayatinya dan berkontribusi pada upaya konservasi global. 
 
 
The illegal wildlife trade (IWT) poses a significant threat to biodiversity and ecosystems 
globally, with Malaysia being a crucial transit point for traffickers due to its rich biodiversity. 
This review examine the integration of disruptive technologies and the role of multi-stakeholder 
collaboration in enhancing the management and enforcement of wildlife trade regulations in 
Malaysia. Three main steps outline the methodology used in this review paper including search 
strategy, inclusion and exclusion criteria, and selection process. Key technologies such as DNA 
barcoding, blockchain, drones, RFID, automated detection systems, and AI-based cyber 
surveillance are examined for their potential to improve tracking, monitoring, and enforcement 
capabilities. The review highlights successful case studies and identifies the challenges in 
implementing these technologies, including complexity, cost, and the need for capacity building. 
Moreover, it underscores the importance of collaborative efforts among government agencies, 
NGOs, local communities, and international bodies to effectively combat IWT. By addressing 
these knowledge gaps and leveraging both technological and collaborative strategies, Malaysia 
can enhance its capacity to protect its biodiversity and contribute to global conservation efforts. 
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1. INTRODUCTION  
1.1. Background of Study  
Illegal wildlife trade (IWT) poses a significant threat 
to biodiversity, ecosystems, and the sustainability of 
wildlife populations globally, with Malaysia being 
particularly vulnerable due to its status as a 
biodiversity hotspot 

Effective management and enforcement are 
critical to combating this issue, necessitating 
innovative solutions and collaborative efforts. 
Disruptive technologies such as blockchain, artificial 
intelligence (AI), and drones can revolutionize 
customs operations and wildlife trade management by 

enhancing tracking, monitoring, and enforcement 
capabilities (Sazdovska et al., 2022).   

Blockchain technology can provide transparent 
and immutable records of wildlife trade transactions, 
reducing opportunities for corruption and ensuring 
compliance with regulations like the Convention on 
International Trade in Endangered Species of Wild 
Fauna and Flora (CITES) (Ramadanti et al., 2023). AI 
can be employed to analyze patterns in wildlife trade 
data, predict trafficking routes, and identify high-risk 
shipments, thereby enabling more targeted and 
efficient enforcement actions (Mozer and Prost, 2023). 
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Drones can be used for real-time monitoring of 
protected areas, detecting illegal activities such as 
poaching and habitat destruction, and providing 
critical data for rapid response teams (Rios, 2024).   

Multi-stakeholder collaboration is equally 
essential, involving government agencies, non-
governmental organizations (NGOs), local 
communities, and international bodies. For instance, 
community involvement in conservation programs 
can provide sustainable livelihood options, reducing 
dependency on illicit activities and fostering local 
stewardship of wildlife resources (Raja, 2024). 
Additionally, international cooperation is crucial for 
addressing the transnational nature of IWT, as seen in 
the need for coordinated efforts between source, 
transit, and destination countries (Mozer and Prost, 
2023). The implicit research question appears to be 
"How can disruptive technologies and multi-
stakeholder collaboration enhance wildlife trade 
enforcement in Malaysia?"  

In Malaysia, the illegal trade of species like 
porcupines, driven by the demand for traditional 
Chinese medicine, highlights the need for stringent 
enforcement and public awareness campaigns to 
reduce demand and protect wildlife populations 
(Gomez and Min-Sheng, 2024). The primary 
knowledge gap identified is the need for a 
comprehensive understanding and integration of 
disruptive technologies and multi-stakeholder 
collaboration to combat illegal wildlife trade in 
Malaysia. While various technologies and 
collaborative efforts have been piloted, there is a lack 
of consolidated information on their effectiveness, 
challenges, and best practices. Additionally, the 
coordination between different agencies and 
stakeholders, and how these innovative approaches 
can be scaled and sustained over time, needs further 
exploration. Therefore, this review examines the 
integration of disruptive technologies in customs and 
the role of multi-stakeholder collaboration in 
managing and enforcing wildlife trade in Malaysia. By 
integrating disruptive technologies and fostering 
multi-stakeholder collaboration, Malaysia can enhance 
its capacity to combat IWT effectively, thereby 
safeguarding its rich biodiversity and contributing to 
global conservation efforts. 
 

2. LITERATURE REVIEW  
2.1. Authority of The Royal Malaysian Customs 

Department  
The Royal Malaysian Customs Department 

(RMCD) plays a pivotal role in enforcing wildlife trade 
regulations, leveraging Malaysia's strategic location as 
a transit point for illegal wildlife trade. This 
enforcement is crucial as Malaysia has become a key 
hub for smuggling activities involving wildlife 
products such as ivory, pangolin scales, and other 
endangered species. The RMCD collaborates with 
international and national agencies to curb this illegal 
trade, which poses a severe threat to global 
biodiversity and contributes to the decline of 

endangered species. In 2022, the RMCD recorded 23 
wildlife smuggling cases with seizures valued at 
RM73.4 million, investigated under the Customs Act 
1967 and the International Trade in Endangered 
Species Act 2008 (Malaymail, 2022; United Nations, 
2017). This aligns with broader global efforts to 
combat wildlife crime, as seen in other regions like 
China and India, where significant strides have been 
made in combating wildlife smuggling through multi-
agency operations and stringent enforcement 
measures (Kuswanda et al., 2023; Song et al., 2023). 
The RMCD's efforts include seizing illegal wildlife 
shipments, conducting investigations, and 
participating in multi-agency operations like Operasi 
Bersepadu Khazanah (OBK).   

Additionally, the RMCD, in partnership with 
organizations such as TRAFFIC, conducts training for 
customs officers on wildlife identification and 
smuggling techniques, enhancing their ability to 
detect and intercept illegal wildlife shipments. This 
training is part of broader efforts to ensure Malaysia 
does not continue to be used as a transit hub for 
wildlife smuggling (TRAFFIC, 2013). The importance 
of such initiatives is underscored by the Convention 
on International Trade in Endangered Species of Wild 
Fauna and Flora (CITES), which classifies species 
based on their threat levels and mandates 
international cooperation to protect them (Ramadanti 
et al., 2023; Wardono et al., 2022). By enforcing these 
regulations and participating in international 
conventions like CITES, the RMCD helps mitigate the 
impact of illegal wildlife trade and supports global 
conservation efforts, highlighting the need for a 
multidimensional stakeholder approach to effectively 
deter wildlife crime (Kuswanda et al., 2023). 

 

2.2. Disruptive Technologies in Customs 

2.2.1. Royal Malaysian Customs Department 
(RMCD) 

RMCD is actively leveraging innovative 
technologies to combat illegal wildlife trade, 
enhancing the effectiveness of monitoring, tracking, 
and enforcement (Figure 1) through collaboration 
among various agencies such as the Department of 
Chemistry Malaysia, the Malaysian Forestry 
Department, the Malaysian Quarantine and Inspection 
Service (MAQIS), and the Department of Wildlife and 
Parks, Peninsular Malaysia (DWNP). DNA barcoding is 
employed to identify species through genetic analysis, 
ensuring accurate categorization and prosecution of 
trafficked items (Gomez and Min-Sheng 2024; Mohd-
Salleh et al., 2023). Blockchain technology creates an 
immutable record of wildlife products, ensuring 
traceability and transparency in the supply chain to 
prevent illegal products from entering the market 
(Gomez and Min-Sheng, 2024; Ogden et al., 2008). 
Drones and aerial surveillance are used for real-time 
monitoring of protected areas, detecting illegal 
activities such as poaching and habitat destruction 
(Gomez and Min-Sheng 2024; Wich and Koh, 2018). 
RFID tags monitor the movements of wildlife and 
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products, making it harder for traffickers to move 
illegal items undetected (Gomez and Min-Sheng 2024; 
Ng et al., 2020). Automated detection systems at 
borders, including X-ray machines and portable 
analyzers, identify concealed wildlife products, 
enhancing border security (Gomez and Min-Sheng, 
2024; Gujar et al., 2018). Cyber surveillance and AI 
monitor online marketplaces and social media for 
illegal wildlife trade activities, enabling timely action 
against suspicious transactions (Gomez and Min-
Sheng, 2024; Fischer, 2021). Satellite imagery and 
remote sensing provide high-resolution images for 
monitoring large areas and detecting illegal logging or 
mining activities that threaten wildlife habitats 
(Gomez and Min-Sheng, 2024; Tarmizi and Rizwan, 
2024). Mobile applications enable the public and field 
officers to report illegal activities or wildlife 
trafficking, providing authorities with precise 
information through features like geotagging and 
photo uploads (Gomez and Min-Sheng, 2024; Nor et 
al., 2022). Enhanced forensic techniques, including 
chemical analysis and isotope tracing, determine the 
origin of wildlife products, trace the supply chain, and 
identify poaching hotspots (Gomez and Min-Sheng, 
2024; Ogden, 2016). These technologies, combined 
with efforts to raise public awareness and enhance 
enforcement of existing laws, are significantly 
improving wildlife protection in Malaysia and setting 
a precedent for other countries facing similar 
challenges (Tambi et al., 2023; Perry et al., 2010). 
 

 
Figure 1. Innovative technology diagram points to 

combat illegal wildlife trade in Malaysia 
 

2.2.2. Global Customs 
 

In recent years, disruptive technologies (Table 1) 
have emerged as powerful tools in combating illegal 
wildlife trade. These technologies provide innovative 
solutions for tracking, monitoring, and analyzing 

wildlife products and activities, enhancing the 
efficiency and effectiveness of customs operations.  

 
Table 1. A summary of the disruptive technologies in 

customs and their applications globally 
 

Technology  Description  Applications  

Blockchain 
Technology 
(Tokkozhina et 
al., 2022; 
Zhang et al., 
2021; Raj et al., 
2020)  

Transparent and 
immutable 
ledger system to 
enhance 
traceability and 
transparency of 
wildlife trade 
transactions.  

Traceability: Ensures 
verifiable origins of 
wildlife products. 
Transparency: Open 
and secure platform 
for monitoring 
transactions. 
Accountability: Holds 
traders accountable 
for the legality of 
their products.  
  

Internet of 
Things (IoT) 
(Das et al., 
2022; 
Tokkozhina et 
al., 2022)  

IoT devices 
monitor and 
track wildlife 
products in real-
time, providing 
continuous data 
on location and 
condition.  

Real-time Tracking: 
Monitors movement 
of wildlife products. 
Condition 
Monitoring: Ensures 
optimal storage and 
transport conditions.  
Alert Systems: Sends 
alerts for route or 
condition deviations.  
  

Artificial 
Intelligence 
(AI) and 
Machine 
Learning 
(Moloney and 
Chaber, 2024).  

Analyzes vast 
amounts of data 
to identify 
patterns and 
anomalies in 
illegal wildlife 
trade.  

Predictive Analytics: 
Identifies potential 
illegal trade patterns. 
Image Recognition: 
Analyzes surveillance 
images to detect 
trafficking. Natural 
Language Processing: 
Monitors online 
platforms for illegal 
trade activities.   

Drones and 
Unmanned 
Aerial Vehicles 
(UAVs) 
(Kretser et al., 
2017)  

Monitors remote 
areas to detect 
illegal wildlife 
trade activities, 
providing a cost-
effective way to 
patrol large 
areas.  

Surveillance: 
Monitors remote and 
hard-to-reach areas. 
Detection: Identifies 
illegal wildlife trade 
activities. Data 
Collection: Gathers 
data for further 
analysis and 
enforcement actions.   

 

2.2.3. The Species Commonly Involved in Wildlife 
Trade Cases Handled by The Royal Malaysian 
Customs Department (RMCD) 

 
The RMCD plays a pivotal role in enforcing 

wildlife trade laws in Malaysia, a country that serves 
as a significant transit point for illegal wildlife trade 
due to its strategic location. Among the top species 
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commonly involved in wildlife trade cases are 
pangolins, elephants, tigers, turtles, tortoises, 
orangutans, birds, reptiles, bears, rhinoceroses, and 
various fish and marine species. Pangolins are heavily 
trafficked for their scales and meat, which are 
considered delicacies and used in traditional 
medicine, while elephants are targeted for their ivory, 
leading to significant poaching and smuggling 
activities (Gomez and Min-Sheng, 2024). Gomez, and 
Min-Sheng (2024) stated tigers are trafficked for their 
bones, skins, and other body parts, primarily for use in 
traditional medicine and as luxury items (Gomez, and 
Min-Sheng, 2024). Turtles and tortoises, including 
species like the Ploughshare tortoise and the Asian 
giant softshell turtle, are traded for their meat, and 
shells, and as pets (Gomez and Min-Sheng, 2024). 
Orangutans are trafficked mainly for the exotic pet 
trade and sometimes for bushmeat (Ramadanti et al., 
2023). Various bird species, including parrots and 
hornbills, are traded for their feathers and as pets 
(Gomez, and Min-Sheng, 2024). Reptiles such as 
snakes, lizards, and crocodiles are trafficked for their 
skins, as exotic pets, and for use in traditional 
medicine (Gomez and Min-Sheng, 2024). Bears, 
particularly the sun bear, are trafficked for their bile 
used in traditional medicine and other parts (Gomez 
and Min-Sheng, 2024). Rhinoceroses are targeted for 
their horns, highly valued in traditional medicine and 
as status symbols (Gomez and Min-Sheng, 2024). Fish 
and marine species, including seahorses, are trafficked 
for their purported medicinal properties and as exotic 
pets (Gomez and Min-Sheng, 2024). The complexity of 
these smuggling networks necessitates significant 
international cooperation to address, with the Royal 
Malaysian Customs Department working alongside 
other agencies to combat these illegal activities 
through stringent enforcement and international 
collaboration (Tambi et al., 2023; Kamaruddin and 
Zin, 2022). The enforcement challenges are 
compounded by inadequate penalties and outdated 
laws, which fail to act as effective deterrents (Zakuan 
2023). Therefore, enhancing public awareness, 
improving law enforcement, and fostering a cultural 
shift toward recognizing the intrinsic worth of animals 
are crucial steps in mitigating wildlife crimes in 
Malaysia (Tambi et al., 2023). 
 
2.2.4. Multi-Stakeholder Collaboration 
 

Effective management and enforcement of wildlife 
trade in Malaysia necessitate a multi-stakeholder 
collaboration involving government agencies, NGOs, 
local communities, and international bodies. 
Government agencies are pivotal in policy 
formulation, enforcement, and capacity building, 
ensuring a coordinated approach to combating illegal 
wildlife trade. This includes developing regulations, 
implementing laws, and providing training and 
resources for effective enforcement (Tambi et al., 
2023). NGOs play a crucial role through advocacy, 
research, and conservation initiatives, raising 

awareness about the impacts of illegal wildlife trade 
and supporting on-the-ground conservation efforts 
(Rios 2024). Local communities, often the first line of 
defense, can be empowered through education and 
economic incentives to reduce their involvement in 
illegal activities and promote conservation. This 
involves raising awareness about wildlife 
conservation, providing alternative livelihoods, and 
engaging communities in monitoring and reporting 
illegal activities (Tambi et al., 2023). International 
bodies like CITES are essential for addressing the 
transnational nature of illegal wildlife trade by setting 
international standards, facilitating cooperation 
among countries, and providing support and 
resources to member countries (Kuswanda et al., 
2023). The importance of a multi-stakeholder 
approach is underscored by the need for diverse 
disciplines and collaborators to develop effective 
strategies, as seen in the successful implementation of 
transdisciplinary approaches in combating illegal 
wildlife trade globally (Rios, 2024). Additionally, the 
collaboration among stakeholders in the ecotourism 
sector in Malaysia highlights the significance of 
governance practices and stakeholder engagement in 
sustainable development (Ibrahim et al., 2022). The 
multi-stakeholder approach not only enhances 
resource access but also ensures a coherent and 
comprehensive solution to wildlife trade issues, 
drawing on the full range of technical, human, 
knowledge, physical, and financial resources 
embedded in all sectors and among all actors 
(Kandilige and Ampah, 2023).  

 
 

3. RESEARCH METHODOLOGY 

Three main steps outline the methodology used in 
this review paper including search strategy, inclusion 
and exclusion criteria, and selection process. A 
comprehensive literature search was carried out using 
multiple databases, including Google Scholar, Scopus, 
and PubMed, to gather relevant academic articles, 
reports, and case studies on wildlife trade, 
enforcement technologies, and collaborative 
approaches. The keywords used for the search 
included “illegal wildlife trade (IWT),” “disruptive 
technologies in customs,” “multi-stakeholder 
collaboration,” “blockchain,” “AI-based surveillance,” 
and “Malaysia wildlife enforcement.”  

The review focused on studies published in the 
last 10 years (2014–2024) to ensure the inclusion of 
recent advancements in technology and wildlife trade 
management. Only English-language papers 
discussing wildlife trade enforcement and disruptive 
technologies were considered. Studies were excluded 
if they lacked relevance to Malaysia or did not focus 
on enforcement technologies or collaboration 
strategies.  

Abstracts of identified studies were first screened 
for relevance, and full-text articles were reviewed for 
eligibility. A total of 50 articles were included in the 
final analysis, representing a mixture of primary 
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research studies, review articles, and case studies 
from international and regional contexts, including 
those with specific applications to Malaysia. 

 
4. RESULTS AND FINDINGS 
4.1. Case Studies 
 

To combat the illegal wildlife trade, various 
innovative technologies have been piloted in different 
regions around the world (Table 2). These 
technologies have demonstrated significant potential 
in enhancing the monitoring, tracking, and 
enforcement efforts against wildlife trafficking. 

 
Table 2. A summary of the case studies 

 

Case 
Study  

Locatio
n  

Technolo
gy Used  

Description
  

Outcome  

Blockchai
n in 
Wildlife 
Trade 
Manageme
nt (Shen et 
al., 2023)  

Kenya  
Blockchai
n  

Recorded 
every 
transaction 
on a 
blockchain 
to track 
ivory 
shipments 
from source 
to market.  

Significantl
y reduced 
opportuniti
es for 
illegal ivory 
trade.  

IoT for 
Real-time 
Monitorin
g (Dlodlo 
2012).  

South 
Africa  

IoT, 
Sensors, 
RFID 
Tags  

Monitored 
rhino horns 
during 
transportati
on, 
providing 
real-time 
data on 
location and 
condition.  

Enabled 
timely 
interventio
ns in case 
of route 
deviations.  

AI in 
Customs 
Operation
s 
(Petrossia
n et al., 
2016)  

United 
States  

AI, 
Machine 
Learning  

Analyzed 
data from 
surveillance 
cameras to 
detect 
patterns of 
illegal 
wildlife 
trade.  

Successfull
y identified 
illegal 
activities, 
leading to 
arrests and 
prosecutio
ns.  

Drones for 
Surveillan
ce (Mishra 
and Mitra, 
2019).  

India  Drones  

Deployed 
drones to 
monitor 
wildlife 
sanctuaries 
and detect 
poaching 
activities.  

Provided 
real-time 
video feeds 
for quick 
response to 
suspicious 
activities.  

 
 

 

4.2. Challenges 
 

Integrating disruptive technologies such as 
blockchain, the Internet of Things (IoT), artificial 
intelligence (AI), and machine learning into existing 
customs systems presents significant challenges, 
including complexity and cost. These technologies 
have the potential to transform border management 
and international trade by improving the efficiency of 
customs processes and easing the flow of goods across 
borders. However, the implementation of such 
technologies requires substantial investment and a 
strategic approach to manage the integration process 
effectively. Ensuring data privacy and security is 
another critical concern, as advanced technologies 
collect and process vast amounts of sensitive 
information. The development of digital ecosystems 
and innovative tools specifically designed for 
identifying suspicious signals in trade and financial 
transactions can enhance the detection of financial 
crimes and ensure compliance with regulatory 
requirements (Irina et al., 2024). Effective 
collaboration among stakeholders, including customs 
authorities, financial intelligence units, the private 
sector, and academia, is essential to overcome 
bureaucratic hurdles and foster trust. 
Recommendations for scaling up these technologies 
have been provided through various forums and 
workshops, emphasizing the need for a collective 
effort from all parties involved. The World Customs 
Organization (WCO) and the World Trade 
Organization (WTO) have also highlighted the 
importance of collaboration in their updated Study 
Report on Disruptive Technologies, which was 
prepared with input from member customs 
administrations and other stakeholders. Additionally, 
the role of smart customs in enabling global trade has 
been underscored, with IoT devices facilitating the 
autonomous monitoring of cargo and tracking of 
journeys, thereby minimizing customs clearance time 
and costs. By addressing these challenges through 
innovative approaches and collaborative efforts, 
customs authorities can create more efficient and 
secure global supply chains (William, 2018). 
 
5. CONCLUSIONS 
5.1. Conclusion 
 

The integration of disruptive technologies and 
multi-stakeholder collaboration presents a 
transformative approach to combating illegal wildlife 
trade in Malaysia. By employing advanced tools such 
as DNA barcoding, blockchain, drones, RFID, 
automated detection systems, and AI-based cyber 
surveillance, alongside fostering cooperative efforts 
among government agencies, NGOs, local 
communities, and international bodies, Malaysia can 
significantly enhance its capacity to track, monitor, 
and enforce wildlife trade regulations. These 
innovations not only address the complexity and cost 
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of implementing new systems but also strengthen the 
collaborative framework necessary for sustainable 
and effective wildlife protection. Consequently, this 
combined strategy can safeguard Malaysia's rich 
biodiversity and contribute to broader global 
conservation efforts. 
 
5.2. Recommendation 

 
Investment in disruptive technologies, capacity 

building, and strengthening collaboration are critical 
strategies for enhancing wildlife trade management. 
Governments and organizations should prioritize 
investment in technologies that can disrupt illegal 
wildlife trade networks (WTNs) by improving supply 
chain visibility and tracking, which is essential for 
disrupting illicit networks and preventing negative 
collateral impacts (Meredith et al., 2023). The U.S. Fish 
and Wildlife Service's Law Enforcement Management 
Information System (LEMIS) exemplifies the 
importance of comprehensive data systems, though it 
also highlights the need for better data quality 
assurance and management standards (Weissgold, 
2024). Training programs for customs officers and 
other stakeholders are crucial to equip them with the 
skills needed to effectively use these new 
technologies. This capacity building can help mitigate 
the challenges posed by insufficient penalties, 
corruption, and scarce resources in law enforcement, 
as seen in the context of India's wildlife trade issues 
(Raja, 2024). Strengthening collaboration among 
stakeholders is equally important. A transdisciplinary 
approach that converges knowledge from social, 
socio-ecological, and business fields can incentivize 
communities to combat illegal wildlife trade (IWT) by 
integrating criminal justice, environmental economics, 
and conservation initiatives like ecotourism (Rios, 
2024). Additionally, international cooperation is vital 
for addressing the transnational aspects of wildlife 
trafficking, as coordinated efforts with destination 
nations can help reduce the demand for endangered 
species (Raja, 2024). The emergence of zoonotic 
diseases, such as COVID-19, underscores the urgency 
of managing wildlife trade risks through adaptive risk 
management and innovative program 
implementation, which require collaborative efforts 
and systematic evaluations to ensure effective and 
sustainable interventions (Stephen et al., 2022). By 
investing in technology, building capacity, and 
fostering collaboration, stakeholders can create a 
more robust and coordinated approach to wildlife 
trade management, ultimately supporting global 
conservation efforts and sustainable development. 
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